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About METR

METR (Model Evaluation 
and Threat Research)  is an 
independent nonproét 
dedicated to advancing the 
science of measuring 
whether and when AI 
systems might pose 
catastrophic risks to society.



Measuring AI 
agent “time 
horizons”



metr.org



The Hugging Face Incident



What was 
previously known



Basics of the 
Hugging Face 
attack

OAI launched 10s of 1000s 
of separate agents.

1200 agents found a 
message board. 700 
attacked Hugging Face.

This attack grew out of a 
larger collective project on 
the message board.



Agents thought 
they’d be failed 
for cheating
ExploitGym asks agents to 
use a particular bug to get a 
“êag” from a program.

Some problems are 
accidentally impossible.

Agents found a universal 
cheat but worried they 
would be failed for cheating.



They launched 
big projects to 
hide cheating
Agents worked together 
over éve days to research 
elaborate ways to cheat the 
scorer.

Dozens or hundreds of 
agents participated in each 
of several cheating research 
workstreams.

Three example cheating workstreams:

1. Swapping out their “target program” 

for a fake

2. Trying to set “trip wires” for the scoring 

program

3. Trying to falsify records of their 

behavior



Hugging Face 
was an offshoot

Most message board activity 
ét into one of the big 
“cheating R&D” streams.

The Hugging Face attack 
grew out of general 
exploration, especially to 
understand the scorer.



Agents risked 
their own task for 
the “collective”
Agents often seemed driven 
to generally help “peers” or 
the “collective.”

Progress on the main R&D 
streams relied on agents 
running experiments that 
risked their own task to 
inform the group.



Agents tried hard 
to falsify records 
of their actions
Agents researched ways to 
falsify records of their 
behavior to fool the scorer.

They found a way to “spoof” 
what action they took on the 
computer.

“Spoofs” affected 96 
transcripts we analyzed.



Agents tried hard 
to falsify records 
of their actions
We did not see agents 
succeed at retroactively 
tampering with logs by July 
13th (end of our scope).

We did not investigate the 
further compromise of 
OpenAI systems that 
occurred after the 13th.



HuggingFace 
Investigation 
Limitations

1. Narrow scope

2. Limited time window

3. Limited investigation time



Our current approach to 
assessing risks of loss of control



What should the 
public know 
about?



Our Proposal

Perform internal 
assessments of alignment, 
control,  and AI R&D 
acceleration.

Key requirements:

1. Sufficient access on company devices

2. Opportunity to interview relevant staff

3. Editorial independence



Limitations & 
Caveats

Designed to surface 
scientiéc evidence of loss of 
control risks. It is up to 
companies, governments, 
and the public to decide how 
to act on that evidence. 

1. Purely voluntary engagements can 

lead to incentive problems

2. Not audits or formal oversight

3. Companies can redact any information



We are very excited about 
surfacing crucial information to 
the public! 



Questions?


